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E-SAFETY POLICY
1. INTRODUCTION

‘So do not fear, for I am with you; do not be dismayed, for I am your God. I will strengthen you and help you; I will uphold you with my righteous right hand’. Exodus 15:2 

1.1 This policy outlines the ways in which The Trentside Federation (Haxey C of E Primary School, St Martins C of E Primary School and West Butterwick C of E Primary School) will advise, protect and safeguard all stakeholders from the dangers of technology. The purpose, nature and management of E-safety within school is intended to ensure:
· that young people will become responsible users and stay safe while using the internet and other digital technologies for educational, personal and recreational use.
· that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk.
1.2 The school’s policy for E-Safety reflects the consensus of opinion of the whole school community, and received full agreement of the governing body in Summer 2021.
1.3 This policy applies to all members of the school community (including staff, children, volunteers, parents/carers, visitors, community users) who have access to, and are users of schools’ ICT systems, both in and out of the school.

2. NATURE OF E-SAFETY

2.1 E-Safety encompasses Internet technologies and electronic communications, such as mobile phones and wireless technology. It highlights the need to educate children and young people about the benefits and risks of using new technology, and provides safeguards and awareness for users to enable them to control their online experiences.
2.2 The Internet is an unmanaged, open communications channel. The World Wide Web, email, blogs and social networking all transmit information using the Internet’s communication infrastructure internationally at low cost. Anyone can send messages, discuss ideas and publish material with little restriction. These features of the Internet make it an invaluable resource used by millions of people every day.
2.3 Much of the material on the Internet is published for an adult audience and some is unsuitable for children and  young  people. In  addition, there is information on weapons, crime and racism, access to which would be more restricted  elsewhere. The children  must also learn that publishing personal information could compromise their security and that of others.
2.4 The safety of the children in The Trentside Federation is of the utmost importance. Technology is changing at an unbelievable pace, and it is our responsibility to ensure that the children have full access to this technology, whilst remaining safe and secure.

3. RATIONALE – WHY TEACH E-SAFETY?

3.1 So as to keep our children safe, we, at The Trentside Federation will implement this three step approach to E-Safety.
· Awareness – ensuring staff, children and adults are aware of the risks that come with Internet technologies and electronic communications;
· Education – providing staff, children and adults with the knowledge they need to protect themselves and others;
· Technology – implementing systems to protect everyone who uses Internet technology and electronic communications at The Trentside Federation.

4. IMPORTANCE OF INTERNET USE

4.1 The purpose of Internet use in school is to raise educational standards, to promote achievement, to support the professional work of staff, and to enhance the school’s management information and	administration systems.
4.2 Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in 21st century life for education, business and social interaction. Access to the Internet is therefore an entitlement for who show a responsible and mature approach to its use. Our school has a duty to provide children with quality Internet access.
4.3 The children will use the Internet outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.
4.4 Benefits of using the internet in education include:
· access to learning wherever and whenever convenient;
· access to world-wide educational resources, including museums and art galleries, educational and cultural exchanges, and liaison between children world-wide;
· access to r e s o u r c e s a n d experts in many fields for children and staff;
· CPD for staff through access to l o c a l a n d national developments, educational materials and effective curriculum practice;
· collaboration across support services and professional associations;
· improved access to technical support including remote management of networks and automatic system updates;
· exchange of curriculum and administration data with the Local Authority and DfE.

5. INTERNET ACCESS

5.1 The school’s Internet access will be designed expressly for children’s use, and include filtering appropriate to their age.
5.2 The children will only be allowed to access the Internet under adult supervision, and must follow the school’s E-Safety Rules. (See Appendix 1)
5.3 The children will be taught what Internet use is acceptable and what is not, and given clear objectives for Internet use.
5.4 Internet access will be planned to enrich and extend learning activities as an integral part of the curriculum.
5.5 Staff w i l l guide children in p l a n n e d online activities that will support learning outcomes, appropriate to their age and maturity.
5.6 The children will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

6. INTERNET RISK

6.1 The constant developments in technology means that unlike ever before children and young people have extensive access to content that could be harmful.
6.2 2	The development of the Internet has generated a wealth of opportunities for young people to communicate and take up leisure opportunities in a variety of ways, e.g. TIKTOK, chat rooms and online gaming. However, these opportunities also have in-built risks in the form of content, contact and conduct.
6.3 The grid below c r e a t e d by Hasenbrink, Livingstone, Haddor, Kirwil and Ponte ( 2007) as mentioned in the Byron Review (2008) sets out the potentially broad ranging series of risks that the technology of the internet has.
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6.4 These risks are all dependent upon the behaviour of the child, rather than the technologies themselves.
6.5 Taking that into consideration, along with the four categories of risks outlined in the above diagram, we at Trentside Federation have used this to form the basis for safeguarding our children, and our school Internet filtering system uses these categories when determining which sites are inappropriate. (see Section 7)

7. INTERNET FILTERING

7.1 In a perfect world, inappropriate material would not be visible to children using the Internet, but this is not easy to achieve and cannot be guaranteed.
7.2 The Internet is fraught with inappropriate and unsuitable material, especially for children and young people, and it is a sad fact that children may occasionally be confronted with inappropriate material, despite all attempts at filtering.

7.3 In order to minimise access to such material the school has an RM Safety Net Plus Filter System i ns t a ll e d on a ll co m p u t e rs, w hic h p ro vi d es control over allowed and prohibited websites.
7.4 The filter is pre-configured to prohibit access to any website that falls into one of the categories listed in the Section 6.3. However, this does mean that from time to time, access to important websites that could enhance learning is prohibited.
7.5 The school’s ICT Technicians , Computing Leader and Service Provider have full control over the filter, are able to block (or unblock) sites, a n d have a responsibility to ensure that no inappropriate content is explicitly permitted.
7.6 The school cannot, however, accept liability for any inappropriate or undesirable internet materials accessed, or any resulting consequences.
7.7 We accept that some inappropriate content may appear no matter how strictly we monitor the filtering system.
7.8 Due to this we have developed an E-Safety User Agreement for both children and parents/carers which need to be signed before access to the Internet is permitted.
7.9 As a continued visual reminder of the E-Safety rules, there will be a poster visible in each room where there is a computer, e.g. ICT Suite, classrooms etc.
7.10 As well as having the posters available within school, a copy will be m a d e a v a i l a b l e o n t h e s c h o o l ’ s
l e a r n i n g p l a t f o r m,  with the recommendation that parents/carers discuss and reinforce these rules, and if possible, display the poster in the area of the computer at home.
7 . 1 1 The children will be taught to be critically aware of the materials they read, and shown how to validate information before accepting its accuracy.
7.12 The children will be taught to acknowledge the source of information used, and to respect copyright when using Internet material in their own work.
7.13 The evaluation of online materials will form an integral part of every subject.

8. USE OF EMAIL

8.1 The children may only use approved email accounts on the school system.
8.2 As part of learning about and using email in school children will be taught and reminded by staff that:
· all messages sent should be responsible, respectful and sensible, and that anonymous messages and chain letters are not permitted.
· any emails sent to external organisations should be written carefully and authorised before sending, in the same way as a letter written on school headed paper.
· they must never open any attachments or hyperlinks in emails, unless they know and trust who the email is from.
· they must immediately tell an adult if they receive an offensive email.
· they must not reveal personal details about themselves or others in email communication, or arrange to meet anyone without specific permission.
8.3 Access in school to external personal email accounts may be blocked.


	
	
9. SOCIAL NETWORKING

9.1 As an integral part of E-Safety practice, the school blocks/filters access to social networking sites and newsgroups unless a specific use is approved.
9.2 When using social networking sites, children will be taught and reminded never to give out personal details of any kind which may identify them or their location, or place personal photos on any social network space.
9.3 As part of using permitted social networking sites and news groups, the children will learn about the importance of inviting known friends only and denying access to others. They are taught about security and encouraged to set personal passwords to deny access to unknown individuals, and how to block unwanted communications.

10. VIDEO CONFERENCING

10.1 IP video conferencing will use the educational broadband network to ensure quality of service and security rather than the Internet.
10.2 The children should ask permission from the supervising teacher before making or answering a video conference call
10.3 Video conferencing will be appropriately supervised at all times.

11. TRENTSIDE FEDERATION WEBSITE

11.1 At Trentside Federation our website has been created to promote the schools, provide information, give parents access to documentation, and celebrate achievements and successes.
11.2 In order to maintain the security of both children and staff, at no time will personal data be
published on the site. The publication of children’s full names is not appropriate and will not be allowed to occur, and any photographs of children will only appear if prior signed consent has been granted by parents/carers.
11.3 Editorial responsibility for the school website will lie with staff to ensure that the content  is accurate, and the quality of presentation is consistent and of a high standard.
11.4 The school’s address and telephone number is the point of contact given on the website.
11.5 The schools’ website will be kept updated by authorised staff.

12. MOBILE PHONES

12.1 The children should not bring mobile phones on to school premises. If they are needed by a child for after school arrangements, his/her parents/carers should contact the School Office to arrange safe storage until the end of the school day.
12.2 Staff should not use their mobile phone during teaching and learning sessions.  Staff phones should be stored securely during the school day ie in bag or desk drawer.  
12.3 Staff must not share personal telephone numbers with children and parents.

13. MANAGING EMERGING TECHNOLOGIES

13.1 Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.

14. COPYRIGHT LAW

14.1 The use of internet derived materials by staff and children must comply with copyright law.

15. PROTECTING PERSONAL DATA

15.1 Personal data will be recorded, processed, transferred and made available in accordance with 1998 the Data Protection Act.

16. INTERNET USE BY STAFF AND VOLUNTEERS

16.1 All staff and volunteers must accept and sign the terms of the ‘Acceptable Use Policy’ Agreement (see Appendix 5) before using the internet in school.
16.2 Staff are made aware that internet traffic can be monitored and traced.
16.3 The internet must not be used by staff to access inappropriate websites. Professional conduct with regard to this is essential at all times, as accessing inappropriate internet material is an offence
that can lead to an employee’s contract being terminated on the grounds of inappropriate conduct, and/or prosecution, and a person being deemed unsuitable for working with children. (See Section 17 below)

17. COMPUTER MISUSE

17.1 The use of computer systems without permission or for inappropriate purposes, by children  or adults, could constitute a criminal offence under the Computer Misuse Act 1990.
17.2 Sanctions for irresponsible use of the internet by children will include:
· Informing parents;
· Bespoke E-Safety input and support;
· Removal of internet access for a set period of time, deemed appropriate to the offence.
17.3 Any complaint about adult misuse of the internet must be referred to the Head Teacher, and could lead to disciplinary action, and where illegal activities have occurred involve the police.

18. CYBERBULLYING

18.1 Cyberbullying is when a child is tormented, threatened, harassed, humiliated, embarrassed or otherwise targeted by another child, preteen or teen using the Internet, interactive and digital technologies or mobile phones.
18.2 Cyberbullying has to have a minor on both sides, or at least have been instigated by a minor against another minor. Once adults become involved, it is plain and simple cyber-harassment or cyberstalking. Adult cyber-harassment or cyberstalking is NEVER called cyberbullying.
18.3 The continued targeting of a specific child or group of children by others through the use of ICT is cyberbullying.
18.4 These actions and behaviour include:
· The use of social networking sites to target children;
· The use of Instant Messaging such as Snap Chat to target children;
· The use of mobile phones to send abusive or threatening messages (either SMS or MMS);
· The use of the Internet to post offensive or derogatory comments;
· Hacking or cracking another person’s profile on a website and/or writing comments as though they were that person (fraping).
18.5 The E-Safety Leader and/or Head Teacher must be notified of any occurrences of cyberbullying. It will be entered into the school’s incident log and a formal report will then be made, and any punishments will be dealt with in accordance with The Trentside Federation’s Anti-Bullying Policy.

19. RESPONSIBILITIES OF STAFF

19.1 All teaching/support staff are responsible for ensuring that:
· they have an up-to-date awareness of e-safety matters and of the current school E-Safety Policy and practices;
· they have read, and understood the school’s E-Safety Policy, and have accepted and signed the ‘Staff Acceptable Use Policy’ Agreement (AUP); (See Appendix 5)
· they report any suspected misuse or problem to the E-Safety Leaders for investigation/action;
· all digital communications with children and parents/carers should be on a professional level and only carried out using official school systems;
· e-safety issues are embedded in all aspects of the curriculum and other activities;
· the children understand and follow the school’s E-Safety Rules;
· the children have a good understanding of research skills, and the need to avoid plagiarism and uphold copyright regulations;
· they monitor the use of digital technologies, mobile devices, cameras etc. in lessons and other school activities (where allowed), and implement current policies with regard to these devices;
· in lessons where internet use is pre-planned children should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.




20    COVID 19 REMOTE LEARNING 


20.1  During the Pandemic, where offsite education is required, young people will be using the internet more during this period. The Trentside Federation will use the following online approaches to communicate with children and families as well as delivering training and support:
1. ClassDojo
2. Microsoft Teams
3. SeeSaw
4. [bookmark: _GoBack]Tapestry 

20.2     The school has taken on board guidance from: LGfL.net/online-safety/resource-centre?s=24to ensure that our practice and procedures are as robust as possible.

20.3 Staff have discussed the risk that professional boundaries could slip during this exceptional period and been reminded of the school’s code of conduct and importance of using school systems to communicate with children and their families. 

20.4 See APPENDIX 6 for full details of E-Safety relating to Remote Learning provision 

21  HANDLING E-SAFETY COMPLAINTS (See Appendix 3)

· Complaints of Internet misuse will initially be dealt with by the school’s E-Safety Leader and recorded on the school’s E-Safety Incident Log. (See Appendix 5)
· Any complaint about staff misuse must be referred to the Head Teacher, and may result in disciplinary action being taken. (see sections 16 and 17 above)
· Complaints of a child protection nature must be dealt with in accordance with the school’s Child
Protection and Safeguarding policy and procedures, and referred to the school’s Designated Child Protection Leader.
· If the activities are of an illegal nature the police will be informed.
· The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, to regulate the behaviour of children when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this policy, which may take place outside of the school, but is linked to membership of the school. The 2011 Education Act increased these powers with regard to the searching for and of electronic devices and the deletion of data. In the case of both acts, action can only be taken over issues covered by the school’s published Behaviour Policy.
· The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents/carers of incidents of inappropriate e-safety behaviour that take place out of school.

22.COMMUNICATION OF THE SCHOOL’S E-SAFETY POLICY

a. CHILDREN
i. Rules for Internet access will be posted in the ICT Resource Areas and classrooms and on the Learning Platform
ii. The children will be taught and reminded of the school’s E-Safety Rules as an integral part of using the school’s ICT systems and curriculum
iii. All children will consider the school’s E-Safety Rules and expectations and why they are required as part of National Internet Safety Day, annually every February.
iv. The children will be reminded that the school will check if they are following the outlined E-Safety Rules, and that if they breach them, they will not be allowed to use computers in school.

b. STAFF
i. The School E-Safety Policy will be presented to staff and its importance explained.
ii. The E-Safety Policy will be accessible to all staff via the school’s website.

c. PARENTS
i. The school’s E-Safety Policy can be accessed by parents via the school’s website and will be drawn to their attention through newsletters and Parent E-Safety Sessions.
ii. Parents are provided with a copy of the school’s E-Safety Rules.
iii. Parents will be asked to sign the school’s E-Safety Agreement granting permission for their child to access the use of the internet, learning platform, school email and ICT facilities, confirming they know their child has signed to abide by the school’s E-Safety Rules.

23.MONITORING

a. The use of the Internet will be monitored by all staff, the E-Safety Leader, and ICT Technicians.
b. The implementation of the school’s E-Safety Policy will be monitored by the school’s E-Safety Leader and E-Study Link Governor.
c. Logs of breaches of the schools’ E-Safety Rules will be monitored termly.

24.SUPPORTING DOCUMENTATION

· Teaching and Learning Policy;
· Recording and Reporting Policy;
· Child Protection and Safeguarding Policy;
· Safeguarding Policy
· Monitoring, Evaluation and Review Policy;
· ICT Policy;
· Single Equality Plan;
· Behaviour and Conduct Policy;
· Anti-bullying Policy.
· Covid 19 Remote Learning / E-Safety Guidance 

25.REVIEW

This policy will be reviewed in the Summer Term 2022, or earlier in line with any statutory legislation and/or guidance changes.

L Coley, D Cross and C Eade
E-Safety Designated Leads for Trentside Federation  
To be reviewed  Summer Term 2022
Appendix 1
 TRENTSIDE FEDERATION’S E-SAFETY RULES

These E-safety Rules help to protect pupils and the school by describing acceptable and unacceptable computer use.

· I understand the school owns the computer network and learning platform and have set rules for its use to keep me safe.
· It will only use ICT systems in school, including the internet, email and digital pictures as part of my learning.
· I will only log on with my own log in details, and will not share these with anyone else.
· I will make sure that all messages are responsible, respectful and sensible, and understand that anonymous messages and chain letters are not permitted.
· I understand that the school’s ICT systems may not be used for private purposes, unless specific permission has been given.
· I will not open any attachments or hyperlinks in emails, unless I know and trust who the email is from.
· I will be aware of ‘stranger danger’, when I am communicating online.
· I will be responsible for my behaviour when using the Internet/learning platform, and will use resources and available forums for sharing information sensibly, and never use inappropriate language or comments.
· I will not give out any personal information about myself or anyone else when using the internet or email.
· I will not take or distribute images of anyone without their permission.
· When using the internet to find information, I will not copy others’ work, and always take care to check that the information is accurate.
· If I accidentally come across any material that makes me uncomfortable I will inform a member of staff.
· I will not use a memory stick from home on school computers, or download or install software.
· I will respect the privacy and ownership of others’ work and will not access, copy, remove or otherwise alter any other user’s files.
· I will only use social media sites with permission, and at times that are allowed.
· I will not use the school systems or devices for online gaming, online gambling, internet shopping, file sharing, video broadcasting (e.g. YouTube), advertising or any illegal purposes.
· I understand the school will check my use of the school’s computer systems and learning platform.
· I understand that I must follow these rules, and that if I break them I may not be allowed to use computers in school.

Pupil name:.............................................................................................................................

Pupil signature:.......................................................................	Date:...............................

Appendix 2

Trentside Federation’s E-Safety Agreement Form for Parents/Carers

Parent/carers name: ...........................................................


Child name: ....................................................................


Child’s class: ...................................................................

As the parent/carer of the above child, I grant permission for him/her to have access to the Internet, learning platform, school email and other ICT facilities at the school.

I know that my son/daughter has signed a form to confirm that they will keep to the school’s E-Safety Rules for responsible ICT use, and understand that s/he may be informed if the rules have to be changed during the year. I know that the latest copy of the school’s E-Safety Policy is available on the school’s learning platform or at the school office, and that further advice about safe use of the Internet can be found on the school’s website.

I accept that ultimately the school cannot be held responsible for the nature and content of materials accessed through the Internet and mobile technologies, but I understand that the school will take every reasonable precaution to keep children safe and to prevent them from accessing inappropriate materials. These steps include using a filtered internet service, and secure access to email and social media sites, employing appropriate teaching practice, and teaching E-safety skills to the children.

I understand that the school can check my child’s computer files, and the internet sites they visit. I also know that the school may contact me if there are concerns about my son/daughter’s e-safety or e- behaviour.

I will support the school by promoting safe use of the Internet and digital technology at home, and will inform the school if I have any concerns over my child’s e-safety.



Parent’s signature: .................................................................  Date: ........................................................

Appendix 3(1)

Flowchart for responding to E-safety incidents in school

http://www.eyepat.org/login/uploaded/BECTA%20Flowchart%20for%20responding%20to%20e- safety%20incidents(1).pdf

Appendix 3(2)
Guidance:What to do if?


· An inappropriate website is accessed unintentionally in by a child, young person or member of staff.

1. Play the situation down; don’t make it into a drama.
2. Report to the head teacher/child protection coordinator and decide whether to inform parents of any children who viewed the site.
3. Inform the school technicians and ensure the site is filtered
4. Inform the LA if the filtering service is provided via an LA/RBC.


· An inappropriate website is accessed intentionally by a child.

1. Refer to the acceptable use policy that was signed by the child, and apply agreed sanctions.
2. Notify the parents of the child.
3. Inform the school technicians and ensure the site is filtered if need be.
4. Inform the LA if the filtering service is provided via an LA/RBC.


· An adult uses School IT equipment inappropriately.


1. Ensure you have a colleague with you, do not view the misuse alone.
2. Report the misuse immediately to the head teacher and ensure that there is no further access to the PC or laptop.
3. If the material is offensive but not illegal, the head teacher should then:
· Remove the PC to a secure place.
· Instigate an audit of all ICT equipment by the schools ICT managed service providers to ensure there is no risk of children accessing inappropriate materials in the school.
· Identify the precise details of the material.
· Take appropriate disciplinary action (contact Personnel/Human Resources).
· Refer the incidence to the Local Authority Designated Officer (LADO)
· Inform governors of the incident.
4. In an extreme case where the material is of an illegal nature:
· Contact the local police or High Tech Crime Unit and follow their advice.
· If requested remove the PC to a secure place and document what you have done.


· A bullying incident directed at a child occurs through email or mobile phone technology, either inside or outside of school time.


1. Advise the child not to respond to the message.
2. Refer to relevant LSCB policies and procedures including what to do if you are worried, e-safety anti-bullying and PHSE and apply appropriate sanctions.
3. Secure and preserve any evidence.
4. Inform the sender’s e-mail service provider.
5. Notify parents of the children involved.
6. Consider delivering a parent workshop for the school community.
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7. Inform the police if necessary.
8. Inform the LA e-safety officer.


· Malicious or threatening comments are posted on an Internet site about a child or member of staff.


1. Inform and request the comments be removed if the site is administered externally.
2. Secure and preserve any evidence.
3. Send all the evidence to CEOP at ww.ceop.gov.uk/contact_us.html.
4. Endeavour to trace the origin and inform police as appropriate.
5. Inform LA e-safety officer.

The school may wish to consider delivering a parent workshop for the school community

· You are concerned that a child’s safety is at risk because you suspect someone is using communication technologies (such as social networking sites) to make inappropriate contact with the child

1. Report to and discuss with the named child protection officer in school and contact parents.
2. Advise the child on how to terminate the communication and save all evidence.
3. Contact CEOP http://www.ceop.gov.uk/
4. Consider the involvement of the police and social services.
5. Inform LA e-safety officer and refer to MARS (Multi-Agency Resilience and Safeguarding) .
6. Consider delivering a parent workshop for the school community.


All of the above incidences must be reported immediately to the head teacher and e-safety officer.  As data handlers of personal and sensitive data, schools along with other organisations are marked under GDPR for essential changes.  In relation to Safeguarding, GDPR does not prevent, or limit, the sharing of information for the purposes of keeping children safe.


Children should be confident in a no-blame culture when it comes to reporting inappropriate incidents involving the internet or mobile technology: they must be able to do this without fear.
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Appendix 3(3)

 How will pupil infringements be handled?


Whenever a pupil or staff member infringes the E-Safety Policy, the final decision on the level of sanction will be at the discretion of the school management.

The following are provided as exemplification only:


Category A infringements

· Use of non-educational sites during lessons
· Unauthorised use of email
· Unauthorised use of mobile phone (or other new technologies) in lessons e.g. to send texts to friends
· Use of unauthorised instant messaging platforms / social networking sites

[Possible Sanctions: referred to class teacher/E-Safety Leader/Senior Leader]

Category B infringements

· Continued use of non-educational sites during lessons after being warned
· Continued unauthorised use of email after being warned
· Continued unauthorised use of mobile phone (or other new technologies) after being warned
· Continued use of unauthorised instant messaging platforms /chatrooms, social networking sites, NewsGroups
· Use of Filesharing software e.g. Napster, Vanbasco, BitTorrent, LimeWire, etc.
· Accidentally corrupting or destroying others' data without notifying a member of staff of it
· Accidentally accessing offensive material and not logging off or notifying a member of staff of it

[Possible Sanctions: referred to Class teacher/E-Safety Leader/removal of Internet access rights for a period/removal of phone until end of day contact with parent]

Category C infringements

· Deliberately corrupting or destroying someone’s data, violating privacy of others
· Sending an email or an ‘instant message’ that is regarded as harassment or of a bullying nature (one- off)
· Deliberately trying to access offensive or pornographic material
· Any purchasing or ordering of items over the Internet
· Transmission of commercial or advertising material


[Possible Sanctions: referred to Class teacher/E-Safety Leader/Behaviour Leader/Head Teacher/ removal of Internet and/or Learning Platform access rights for a period/contact with parents/ removal of equipment]
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Other safeguarding actions

If inappropriate web material is accessed:

· Ensure appropriate technical support filters the site - Inform LA as appropriate

Category D infringements

· Continued sending of emails or use of ‘instant messaging platforms,’ regarded as harassment or of a bullying nature after being warned
· Deliberately accessing, downloading and disseminating any material deemed offensive, obscene, defamatory, racist, homophobic or violent
· Receipt or transmission of material that infringes the copyright of another person or infringes the conditions of the Data Protection Act, revised 1988
· Bringing the school name into disrepute

[Possible Sanctions – Referred to E Safety Leader/Head Teacher/Contact with parents/possible exclusion/removal of equipment/refer to Community Police Officer/LA E-Safety Officer]

Other safeguarding actions:

· Secure and preserve any evidence
· Inform the sender’s e-mail service provider
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Appendix 3(4)

 How will staff infringements be handled?


Whenever a student or staff member infringes the e-Safety Policy, the final decision on the level of sanction will be at the discretion of the school management.

The following are provided as exemplification only:


Category A infringements (Misconduct)

· Excessive use of Internet for personal activities not related to professional development e.g. online shopping, personal email, instant messaging etc.
· Use of personal data storage media (e.g. USB memory sticks) without considering access and appropriateness of any files stored.
· Not implementing appropriate safeguarding procedures.
· Any behaviour on the world wide web that compromises the staff members professional standing in the school and community.
· Misuse of first level data security, e.g. wrongful use of passwords.
· Breaching copyright or license e.g. installing unlicensed software on network.

[Sanction - referred to line manager/Head Teacher.  Warning given.]

Category B infringements (Gross Misconduct)

· Serious misuse of, or deliberate damage to, any school / Council computer hardware or software;
· Any deliberate attempt to breach data protection or computer security rules;
· Deliberately accessing, downloading and disseminating any material deemed offensive, obscene, defamatory, racist, homophobic or violent;
· Receipt or transmission of material that infringes the copyright of another person or infringes the conditions of the Data Protection Act, revised 1988;
· Bringing the school name into disrepute.

[Sanction – Referred to Head Teacher/Governors/Local Authority Designated Officer (LADO) and follow school disciplinary procedures; report to LA Personnel/Human resources, report to Police]


Other safeguarding actions:
· Remove the PC to a secure place to ensure that there is no further access to the PC or laptop.
· Instigate an audit of all ICT equipment by an outside agency, such as the schools ICT managed service providers - to ensure there is no risk of children accessing inappropriate materials in the school.
· Identify the precise details of the material.
If a member of staff commits an exceptionally serious act of gross misconduct they should be instantly suspended. Normally though, there will be an investigation before disciplinary action is taken for any alleged offence. As part of that the member of staff will be asked to explain their actions and these will be considered before any disciplinary action is taken.

Schools are likely to involve external support agencies as part of these investigations e.g. an ICT technical support service to investigate equipment and data evidence, the Local Authority Human Resources team.
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	Images of Child Abuse Found?
	

	In the case of images of child abuse being found, the member of staff should be immediately suspended and the Police should be called on 08456060222 or 999. In addition please inform the Local Authority Designated Officer at the Child Protection Team on 01724 298293.

Anyone may report any inappropriate or potentially illegal activity or abuse with or towards a child online to the Child Exploitation and Online Protection (CEOP):
http://www.ceop.gov.uk/reporting_abuse.html http://www.iwf.org.uk
	

	How will staff and pupils be informed of these procedures?
	

	
· They will be fully explained and included within the school’s E-Safety Rules/Acceptable Use Policy. All staff will be required to sign the school’s Acceptable Use Policy Agreement;
· Pupils will be taught about responsible and acceptable use and given strategies to deal with incidents so they can develop ‘safe behaviours’. Pupils will sign to agree to an age appropriate
E-Safety/Rules use;
· The school’s E-safety Policy will be made available and explained to parents, and parents will sign an acceptance form when their child starts at the school.
· Information on reporting abuse/bullying etc. will be made available by the school for pupils, staff and parents.
· Staff are issued with the ‘What to do if?’ guide on e-safety issues,
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Appendix 4

Trentside Federation E-Safety Incident Log
Details of ALL E-Safety incidents should be recorded on this E-Safety Log and reported to the E-Safety Leader. The E-Safety Incident Log will be monitored termly by the E-Safety Leader and E-Safety Governor, and a report made to the governing body. Any incidents involving Cyberbullying will also need to be recorded on the Bullying Log.


	Date & time
	Name of pupil or staff member
	Male or Female
	Room and computer/device
number
	Details of incident (including evidence)
	Actions and reasons

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




Appendix 5

Staff and Volunteers Acceptable Use Policy Agreement:

New technologies have become integral to the lives of children and young people in today’s society, both within schools and in their lives outside school. The internet and other digital information and communications technologies are powerful tools, which open up new opportunities for everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. They also bring opportunities for staff to be more creative and productive in their work.  All users should have an entitlement to safe internet access at all times.

This Acceptable Use Policy is intended to ensure:
· that staff and volunteers will be responsible users and stay safe while using the internet and other communications technologies for educational, personal and recreational use.
· that school ICT systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk.
· that staff are protected from potential risk in their use of ICT in their everyday work.
The school will try to ensure that staff and volunteers will have good access to ICT to enhance their work, to enhance learning opportunities for children learning and will, in return, expect staff and volunteers to agree to be responsible users.

Acceptable Use Policy Agreement
I understand that the information systems are school property, and that it is a criminal offence to use them for a purpose not permitted. I acknowledge that I must use school ICT systems in a professional and responsible way, to ensure that there is no risk to my safety or to the safety and security of the ICT systems and other users. I recognise the value of the use of ICT for enhancing learning and will ensure that children receive opportunities to gain from the use of ICT. I will, where possible, educate the young people in my care in the safe use of ICT and embed e-safety in my work with young people.

For my professional and personal safety:
· I understand that the school will monitor my use of the ICT systems, email and other digital communications to ensure policy compliance.
· I understand that the rules set out in this agreement also apply to use of school ICT systems (e.g. laptops, email, VLE etc) out of school, and to the transfer of personal data (digital or paper based) out of school.
· I understand that the school ICT systems are intended for educational use, and that I must not use the systems for personal or recreational use without specific permission from the Head Teacher.
· I will not disclose my username or password to anyone else, nor will I try to use any other
person’s username and password. I understand that I should not write down or store a password where it is possible that someone may obtain it.


· I will immediately report any illegal, inappropriate or harmful material or incident, I become aware of, to the school’s E-Safety Leader.

I will be professional in my communications and actions when using school ICT systems:
· I will not access, copy, remove or otherwise alter any other user’s files, without their express permission.
· I will communicate with others in a professional manner, I will not use aggressive or inappropriate language and I appreciate that others may have different opinions.
· I will ensure that when I take and/or publish images of others I will do so with their permission and	in accordance with the school’s policy on the use of digital/video images. I will not use my personal equipment to record these images, unless I have permission to do so. Where these images are published (e.g. on the school website/Learning Platform) it will not be possible to identify by name, or other personal information, those who are featured.
· I will only use school approved curriculum related chat and social networking sites in school in accordance with the school’s policies.
· I will ensure that any electric communications with children and parents/carers using official school systems are compatible with my professional role, and that any such communication will be professional in tone and manner.
· I will not engage in any on-line activity that may compromise my professional responsibilities.

The school and the local authority have the responsibility to provide safe and secure access to technologies and ensure the smooth running of the school:
· When I use my mobile devices (PDAs/laptops/mobile phones/USB devices etc) in school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment. I will also follow any additional rules set by the school about such use. I will ensure that any such devices are protected by up to date anti-virus software and are free from viruses.
· I will not use personal email addresses on the school ICT systems.
· I will not open any hyperlinks in emails or any attachments to emails, unless the source is known and trusted, or if I have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other harmful programmes)
· I will ensure that my data is regularly backed up, in accordance with relevant school policies.
· I will not try to upload, download or access any materials which are illegal (child sexual abuse images, criminally racist material, adult pornography covered by the Obscene Publications Act) or inappropriate or may cause harm or distress to others. I will not try to use any programmes or software that might allow me to bypass the filtering security systems in place to prevent access to such materials.
· I will not try (unless I have permission) to make large downloads or uploads that might take up internet capacity and prevent other users from being able to carry out their work.
· I will not install or attempt to install programmes of any type on a machine, or store programmes on a computer, nor will I try to alter computer settings, unless this is allowed in school policies.
· I will not disable or cause any damage to school equipment, or the equipment belonging to others.
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· I will ensure that personal data is kept secure and used appropriately, whether in school, taken off the school premises or accessed remotely.
· I understand that the Data Protection policy requires that any staff or pupil data to which I have access, will be kept private and confidential, except when it is deemed necessary that I am required by law or by school policy to disclose such information to an appropriate authority.
· I will immediately report any damage or faults involving equipment or software, however this may   have happened.
· I will promote E-Safety with the children in my care and will help them to develop a responsible attitude to system use, and to the content they access or create (where applicable).

When using the internet in my professional capacity or for school sanctioned personal use:
· I will ensure that I have permission to use the original work of others’ in my own work.
· I will respect copyright and intellectual property rights, and where work is protected, I will not download or distribute copies (including music and videos).

I understand that I am responsible for my actions in and out of the school:
· I understand that this Acceptable Use Policy applies not only to my work and use of school ICT equipment in school, but also applies to my use of school ICT systems and equipment off the premises and my use of personal equipment on the premises or in situations related to my employment by the school.
· I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to disciplinary action. This could include a warning, a suspension, referral to governors and/or the Local Authority and in the event of illegal activities the involvement of the police.

I have read and understand the above and agree to use the school ICT systems (both in and out of school) and when carrying out communications related to the school) within these guidelines.

Staff/Volunteer Name: ......................................................................

Staff/Volunteer Signature: ....................................................................	Date: ...........................................
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Trentside Federation E-Safety Policy
Appendix 6: COVID-19 – Remote Learning
& E-Safety Policy

Despite the changes, the Federation’s Child Protection Policy is fundamentally the same: children and young people always come first, staff should respond robustly to safeguarding concerns and contact the DSL in line with our established safeguarding procedure.
This annex sets out some of the adjustments we have made in line with the changed arrangements in the school and following advice from government and local agencies.	
Risk Online:
Young people will be using the internet more during this period. The Trentside Federation will use the following online approaches to communicate with children and families as well as delivering training and support:
5. ClassDojo
6. Microsoft Teams
7. SeeSaw

· Staff will be aware of the signs and signals of cyberbullying and other risks online and apply the same child-centred safeguarding practices as when children were learning at the school.

· Children who are experiencing forms of on-line bullying to be informed of how to contact staff. This will be through one of the above platforms.

· The school continues to ensure that staff only use platforms which have been deemed safe by the Federation / ACS filtering.

· Our governing body will review arrangements to ensure they remain appropriate

· The school has taken on board guidance from: LGfL.net/online-safety/resource-centre?s=24to ensure that our practice and procedures are as robust as possible.

· Staff have discussed the risk that professional boundaries could slip during this exceptional period and been reminded of the school’s code of conduct and importance of using school systems to communicate with children and their families. 

· Staff must have read the safeguarding considerations below before any live streaming sessions take place.
Children and online safety away from school: 
· It is important that all staff who interacts with children, including online, continue to look out for signs that a child may be at risk. Any such concerns should be dealt with as per the Child Protection Policy and where appropriate referrals should still be made to children’s social care and as required, the police.

· Online teaching should follow the same principles as set out in the code of conduct.

· The Trentside Federation will ensure any use of online learning tools and systems is in line with privacy and data protection/GDPR requirements.

· Staff will introduce child safe search engines for example squiggle.org.uk and YouTube kids instead of YouTube.

· Staff will ensure that parents are kept up to date with the very latest guidance and resources that are available. Parents will be referred to and reminded of the e-safety information that is available on the three Federation websites.

https://www.stmartinscofeprimary.co.uk/parents-information/internet-safety/e-safety-leaflets
https://www.haxeycofeprimary.co.uk/parents-information/internet-safety/e-safety-leaflets
https://www.trentsidefederation.co.uk/parents-information/internet-safety/e-safety-leaflets

· Teachers will set weekly internet safety lessons as part of their remote learning activities.
Staff must observe the following checklist when delivering virtual lessons, especially where webcams are involved:
1. No 1:1s, groups only

2. Staff and children must wear suitable clothing, as should anyone else in the household.

3. Any computers used should be in appropriate areas, for example, not in bedrooms; and the background should be blurred.

4. The live class should be recorded so that if any issues were to arise, the video can be reviewed.

5. Live classes should be kept to a reasonable length of time, or the streaming may prevent the family ‘getting on’ with their day.

6. Language must be professional and appropriate, including any family members in the background.

7. Staff must only use platforms the school to communicate with pupils

8. Staff should record, the length, time, date and attendance of any sessions held using the template below.


	Staff or volunteer name
	Other staff present (if a live video, stream or chat)
	Name of class, group or individual
	Time and frequency (e.g. weekly on Tuesday at 10am or specific date)
	Scheduled?
(Y / N)
	Platform used. Only use school accounts!
	Issues, worries, concerns (technical, safeguarding, DP or other) and general trends.

** If a one-to-one conversation, where is the summary? **

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	



· The Trentside Federation recognises that not all staff or pupils will be comfortable leading or attending visual virtual lessons. In these circumstances, other methods may be employed for example turning cameras off, prerecording videos, the use of voice overs etc. 7

· Parents and carers will continue to receive information about keeping children safe online with peers, the school and other education offers (i.e. unknown private tutors) they may access and the wider internet community. We have set out the school’s approach, including the sites children will be asked to access and set out who from the school (if anyone) their child is going to be interacting with online. 

· Parents have been offered the following links:
1. Internet matters - for support for parents and carers to keep their children safe online
2. Net-aware - for support for parents and careers from the NSPCC
3. Thinkuknow - for advice from the National Crime Agency to stay safe online
4. UK Safer Internet Centre - advice for parents and carers
5. Free additional support for staff in responding to online safety issues can be accessed from the Professionals Online Safety Helpline at the UK Safer Internet Centre.
Allegations or concerns about staff:
· With such different arrangements young people could be at greater risk of abuse from staff or volunteers. We remind all staff to maintain the view that ‘it could happen here’ and to immediately report any concern, no matter how small, to the safeguarding team. 

· In the event that parents and carers consider the actions or conduct of a member of staff to be inappropriate, they are asked to contact the head teacher in the first instance using the following email: head.trentside@northlincs.gov.uk

· If necessary, the school will continue to follow the duty to refer to DBS any adult who has harmed or poses a risk of harm to a child or vulnerable adult, and to the Teacher Regulation Agency in line with paragraph 166 of Keeping Children Safe in Education 2019 using the address Misconduct.Teacher@education.gov.uk

· The DSL will undertake a risk assessment in respect of any new information received, considering how risks will be managed and which staff need to know about the information. This will be recorded on our safeguarding recording system.
Links with other policies
This policy is linked to our:
1. Child protection and Safeguarding Policy
2. E-Safety Policy

 COVID 19 Remote Learning / E-Safety Guidance Ratified June 2021
For review June 2022
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